Abstract-In recent years, chaos has been extensively used in cryptographic systems. In this regard, one dimensional chaotic maps gained increased attention because of their intrinsic simplicity and ease in application. Many image encryption algorithms that are based on chaotic substitution boxes (S-boxes) have been studied in the last few years but some of them appear to be vulnerable to robustness. We, in this paper, propose an efficient scheme for image encryption that utilizes a composition of chaotic substitution based on tent map with the scrambling effect of the Arnold transform. The proposed construction algorithm for substitution box is, on one hand, straightforward and saves computational labour, while on the other, it provides highly efficient performance outcomes. The understudy scheme uses an S-box, that is based on 1-D chaotic tent map. We partially encrypt the image using this S-box and then apply certain number of iterations of the Arnold transform to attain the fully encrypted image. For decryption we apply the reverse process. The strength of the proposed method is determined through the most significant techniques used for the statistical analysis and it is proved that the anticipated algorithm shows coherent results.
I. INTRODUCTION
Transmitting large amount of confidential information over the communication media has raised the security challenges. The growing demand for comparatively safer and more reliable crypto-systems has created new research problems in the field of cryptography and has engaged scientists from relevant backgrounds to design improved encryption algorithms. In recent years, it has been developed that the chaotic systems exhibit the most legitimate features to fit for cryptographic applications therefore chaos based algorithms have been widely used in digital multimedia applications including image ciphering, data hiding, watermarking and steganography [1] - [12] .
Edward Lorenz in 1960's introduced the study of chaotic dynamics [13] , [14] . The development of chaotic theory proved that the chaos based systems have capability to produce high level of confusion and diffusion in substitution-permutation networks. The basic characteristics of the chaotic maps such as ergodicity, broadband spectrum and high sensitivity to the initial conditions attracted the attention of researchers to incorporate them in high-security encryption algorithms used in modern communication. In the last few years many chaoticencryption algorithms have been studied [15] - [18] .
Substitution box, the most indispensable component in block ciphers, is widely used in image encryption applications [19] - [24] . However, many recent researchers ignore the encryption option in communication process of image and signal processing [25] - [31] . Recently Zhang, et al. [32] studied an S-box-only image cipher based on chaotic map and proposed that the S-box-only image encryption algorithms are vulnerable against cryptographic robustness. Keeping this in view, we in this paper, propose an image encryption scheme that is not just based on the chaotic S-box but further utilizes a composition of the chaotic substitution with the Arnold transform's scrambling effect. The scheme is as follows, we apply the chaotic tent map to synthesize an S-box. Firstly the plain image is encrypted using the chaotic S-box, then the Arnold transform is applied on this encrypted image in order to attain high level of perplexity and randomness. For decryption purposes we first apply the inverse Arnold transform and then the inverse S-box. The proposed method is tested and we prove that it can be used to produce required security level in the internet applications for safe handling of the confidential information.
The material presented in this paper is organized as: In Section 2 we explain in detail the major properties of the tent map and its use in the construction of a substitution box. In Section 3 the concepts regarding the Arnold transform are presented. Section 4 presents the detailed algorithm used for the image encryption. In Section 5 we test the strength of the proposed scheme using statistical analyses and lastly Section 6 presents the conclusion.
II. CHAOS-BASED S-BOX
The intent of this section is to present the main algorithm used to design the chaotic S-box. We use the tent map to construct the substitution box. In the following subsections we discuss in detail, the properties of the underlying map and the detailed algorithm used to form the chaotic S-box.
A. Chaotic tent map
Where, µ ∈ R + and φ has chaotic behaviour when µ = 2. For the desired purpose regarding construction of S-box, we assume µ = 2. One can observe through Fig. 1 that the graph of the bifurcation diagram of tent map is in tent shape, representing chaotic behaviour. 
B. Algorithm for S-box
The formation of the S-box is then subsequent to the following steps: • Apply φ for 256 times and assign the output interval number by using ψ, i.e. if φ(x n ) ∈ I m then ψ(n) = m.
• If a region is repeated then definitely some region is missed also. Remove this error by assigning the leftover regions (in ascending order) to keep ψ :
• The images of ψ produce the required S-box (see Table I ). The performance parameters of the newly developed S-box are shown in the Table II , which clearly show that our proposed S-box exhibits extra-ordinary properties. It is worth-mentioning at this stage, that if we compare our algorithm with some of well-prevailing chaotic S-boxes as presented in [33] - [35] , it is crystal clear that the performance indices such as nonlinearity, strict avalanche, bit independence, linear and differential approximation probabailities of our S-box are much better than the models discussed in [33] - [35] . However our scheme is very simple and direct as compared to the aforementioned methods.
III. ARNOLD TRANSFORM
Arnold transform is used for encryption of digital images to increase the spread of pixel intensities [36] . For any square image of size M × M , encryption of the Arnold transform can be given as:
Where, (a, b) and (á,b) represent the pixel coordinates of the input image and encrypted data respectively, such that (ϑ, τ ) = (1, 2). Fig. 2 shows the effect of 10 iterations of the Arnold Transform's application on the test image "House".
The Arnold transform encryption is worked on periodic boundary treatment. The image encryption using k number of iterations of Arnold transform may be written as:
Where, Λ is the Arnold transform matrix given in (1) and I is an M × M encrypted image data for k number of iterations: k = 1, 2, ..., n, such that I(á,b) 0 = I(a, b). Periodicity of encryption is dependent on the size of a given image. The encrypted image data can be reversed on application of the inverse Arnold transform to I with same number of iterations k as follows:
IV. IMAGE ENCRYPTION SCHEME
In this section we present the scheme used for the image encryption. It comprises of the following two steps:
• Use chaotic substitution box to partially encrypt the plain image.
• Apply 10 iterations of the Arnold transform on this partially encrypted image to obtain the fully encrypted image.
We selected three benchmark images, house (256 × 256), cameraman (256 × 256) and Lena (512 × 512). By following the above stated scheme the images are encrypted. We obtain the decrypted images by applying the inverse Arnold transform and inverse S-box, respectively. Fig. 3 to 5 show the results obtained from encryption and decryption of images.
V. STATISTICAL ANALYSIS OF THE PROPOSED METHOD
In this section we evaluate the forte of our method by some useful analysis such as contrast Table III, correlation Table IV,  homogeneity Table V , number of pixels change rate (NPCR) and unified average change intensity (UACI) Table VI. We discuss these security parameters one by one and present the numerical results also.
A. Contrast
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B. Correaltion
In order to examine the encryption effect of the proposed method we perform correlation analysis on both the plain and the encrypted images. It is quite clear that for an efficient encryption, the correlation of the encrypted image should be reduced as compared to the plain image. The correlation coefficient is given by,
Where, µ and δ represent the expected value and variance. The value of correlation coefficient close to zero guarantees better www.ijacsa.thesai.org Table IV witness the effectiveness of the proposed method. 
C. Homogeneity
Gray level co-occurrence matrix (GLCM) depicts the ability of combinations of pixel brightness results in tabular form. The closeness of the distribution in the (GLCM) to its diagonal is measured through the homogeneity analysis. The smaller is the homogeneity measure, the better is encryption. The numerical results shown in the following table witness the effectiveness of the proposed method. 
D. Differential analysis
A desirable feature of a cryptosystem is to show high sensitivity to single-bit change in the plain image. For this purpose two measures, NPCR and UACI, are commonly used. NPCR stands for the number of pixels change rate of encrypted image as a result of one pixel change in the plain image. NPCR can be defined as the variance rate of pixels in the encrypted image that occurs through the change of a single pixel in original image. However UACI means unified average intensity of differences between the plain and encrypted images. The percentage values for both these measures are given by the following formulae.
In above C andĆ represent the encrypted images obtained as a result of single bit change in the original image. In (4) and (5), W and H represent the width and the height of the images C andĆ.
An efficient encryption scheme is one that produces higher values of both NPCR and UACI. The results obtained in our case are shown in Table VI. www.ijacsa.thesai.org 
VI. CONCLUSION
In this work, an image encryption scheme is proposed that is extremely simple and highly effective. It has been established in some recent research work that the S-box only encryption techniques are not secured enough to resist cryptographic robustness therefore we introduced the combination of the chaotic S-box with certain iterations of the Arnold transform. The strength of the proposed method is then analyzed through several techniques that proves high effectiveness of our scheme as shown in listed tables.
